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GENERAL TERMS AND CONDITIONS OF SALE (UMA)
I General terms and conditions
1. Scope of application and definitions
1.1. These terms and conditions apply to all UMA service agreements made by Technopolis Plc. and companies belonging to the same group of
companies with it.
1.2. In these terms and conditions, Seller refers to a company indicated in the service agreement or a company belonging to the same group of
companies with it, Customer to the buyer of Service specified in Agreement, Parties to the aforementioned parties collectively, Agreement
to the UMA service agreement signed by Parties with which these general terms and conditions of sale are associated, Service to the object of
sale specified in the UMA service agreement (including private office) and any additional services subscribed by the Customer and Private
Office a separately specified UMA Private office room.
2. Entering into an Agreement and entry into force
2.1. Agreement between Seller and Customer is executed and valid as of the date when both Parties have signed it or in mobile phone application
or website when the subscription has been confirmed in the application or website, or as regards additional services, after Seller has confirmed
the service order made by Customer. Agreement is considered to be signed after a scanned signed copy of it has been exchanged between
Parties.
2.2. In case Agreement is concluded in the online service portal of Seller (mobile phone application or website) by making an application to become
a Customer with invoicing status (i.e. no credit card payment) Agreement enters into force after Seller has made appropriate credit checks and
confirmed the acceptance of Customer’s application to become a customer with invoicing status. Seller makes its reasonable efforts to handle
the application within five (5) working days after the receipt of the application after which the application is either (i) accepted, in which case
Agreement enters into force from the date of the application, or (ii) declined, in which case Customer is denied from using Service and shall
pay to Seller a fee equaling to the commenced days of usage of Service before denial divided by 30 and multiplied by the amount of monthly
fee (e.g. in case of five days usage before denial: (5/30) * ’monthly fee of the service’).
2.3. Customer confirms and acknowledges that the contact person of Agreement or person authorized by him/her is entitled to make new orders
for space, ICT and/or other additional services on behalf of Customer.
3. General responsibilities of the parties
3.1. Seller shall perform Services with professional skill, taking into account the agreed schedules and Customer's other requirements. Service
corresponds to what is agreed upon and specified in the service description with regard to contents and quality.
3.2. Customer is responsible for tasks falling under the responsibility of Customer being carried out as agreed, with due diligence and on time.
Customer shall provide Seller with correct and sufficient information for performing Services. Customer is responsible for information and
instructions provided to Seller. Customer is liable to report any defects observed in Service without delay; however, no later than one (1) week
after Service has been delivered.
3.3. Customer undertakes to use premises, which it is entitled to use under respective membership, for standard office work purposes only.
Customer acknowledges that premises are used by other users conducting professional and business activities, and Customer undertakes to
refrain from such usage that causes such disturbance, harm, hindrance or noise to other users that is not customary or appropriate in similar
multi-user office space.
3.4. Customer is responsible for taking out and maintaining appropriate insurance policy for the business carried out on the premises, including
liability insurance. The insurance policy shall also cover loss caused by a third party.
3.5. Customer and its associated users are obliged to use customary digital platforms relating to Service as instructed by Seller.
3.6. It is required that each UMA Team user shall be employed or otherwise engaged by Customer.
II Special terms and conditions concerning services
4. Validity of the service, prices and terms of payment
4.1. The prices charged for Services are specified in Agreement. Unless otherwise agreed, the prices specified in Seller's price list in force at each
time apply to additional services.
4.2. Indirect taxes and fees, such as value added tax (VAT), in force at each time for which Seller is liable will be added to the prices concerning
Services. Customer will on the premises carry out business for which VAT is payable. Seller and/or property owner are liable for VAT on letting
of premises. If, as a result of Customer’s independent actions, Seller and/or the property owner is liable for adjustment of VAT under provisions
in the applicable VAT act, Customer shall fully compensate Seller for implications caused by the loss of a right to deduct VAT. Further, Customer
shall compensate the increase in costs or damage which arise from the action of Customer and which follow from Seller’s or property owner’s
loss of a right to deduct input VAT on running costs.
4.3. Seller has the right to adjust the prices of the services annually to correspond the development of the prices of items included in them or based
on demand. Seller will inform Customer of any adjustment in writing a minimum of thirty (30) days prior to the adjustment taking effect, and
Customer has a right to terminate Agreement upon the adjustment taking effect. Adjustments have no effect on fees for Services delivered
prior to their entry into force.
4.4. Payments related to Services will be invoiced in advance monthly on the first (1st) day of each calendar month with 14 days term of payment,
and while using credit card payment the credit card given in connection to subscription of Service will be charged automically on the due date.
However, one-time Services are invoiced in arrears monthly, in which case the term of payment is fourteen (14) days, unless otherwise agreed.
In pursuance of invoicing Seller can charge a reasonable invoicing fee. Credit card payment is not subject to Seller’s invoicing fee.
4.5. The amount of interest for late payment is determined in compliance with the applicable legislation.
5. Documents and rights
5.1. Any drawings, plans, and documents, and all associated rights, including intellectual property rights, required for Service or emerging as a
result of Service that Customer and Seller transfer to each other before or after entering into Agreement or develop as part of Service remain
the property of the transferor. The recipient may not use the obtained drawings, plans, documents or associated rights for any purposes other
than those agreed upon in Agreement or disclose information on them to third parties without the consent of the transferor. However, Seller
has the right to transfer Customer's drawings, plans or documents to its subcontractors to the extent deemed necessary for the production of
Service. Each Party is responsible for the accuracy of the drawings, plans, and documents, and the information on which they are based, which
are submitted by Party in question.
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6. Delivery time and delays
6.1. The production of Service will begin at the time agreed upon by Parties. Unless a specific commencement date has been agreed upon, the
production of Service will begin within a reasonable time following the entry into force of Agreement or receipt of order, complying with Seller's
standard practice.
6.2. When Seller discovers that Seller is unable to comply with the agreed delivery time or such a delay seems probable, Seller must inform
Customer of the reason for the delay and a new delivery time in writing and without delay.
7. Business WLAN
7.1. Seller provides an encrypted wireless network service (Business WLAN) at no additional charge in UMA premises for Customer’s users with
portable computers or devices capable of receiving wireless signals. Business WLAN is offered on as is and as available basis. Customer
acknowledges that the users of WLAN associated with Customer are subject to, and agree to abide by all laws, and all state and federal rules
and regulations applicable to Internet use, and Customer shall be liable for any breach of such laws, rules or regulation by it or users associated
with them. Seller provides wireless connectivity in the premises as a member and guest service and offers no guarantees that any use of the
wireless connection is in any way secure, or that any privacy can be protected when using the Business WLAN. Use of the Business WLAN
connection is entirely at the risk of Customer and/or user, and Seller is not responsible for any loss of any information that may arise from the
use of the wireless connection, or for any loss, injury, or damages resulting from the use of the wireless connection
7.2. Seller assumes no responsibility for the safety of equipment of Customer needed to use the WLAN.
7.3. Business WLAN is encrypted. However, generally wireless access is by nature an insecure medium. As with most wireless networks, any
information being sent or received over the Technopolis wireless network could potentially be intercepted by another wireless user. Users
should not transmit their credit card information, passwords and any other sensitive personal information while using a wireless "hot spot".
7.4. Customer acknowledges that the privacy may be at risk when using the wireless network. Customer and/ or associated users assume all
associated risks and agree to hold Seller and its employees harmless for any personal or business information (e.g. credit card, trade secrets)
that is compromised, or, without limiting the applicability of force majeure event (section 13), for any damage caused to Customer’s or users'
hardware or software due to electric surges, security issues or consequences caused by viruses or hacking. Customer acknowledges that all
wireless access users should have up-to-date virus protection on their personal laptop computers or wireless devices, as well as staying up-todate with applicable operating system security patches.
III Special terms and conditions concerning UMA Private membership (does not apply to UMA Access, Access+ or Team memberships)
8. Condition, cleaning, maintenance and purpose of use of the Private Office
8.1. Customer has familiarized itself with Private Office and the related equipment, or with regard to a new building, its planned equipment, and
approves their suitability for its use as an office room. Right to use Private Office is as a starting point provided on 24/7 basis, however, this
being subject to possible restrictions in the local property. Private Office may be used for standard office work purposes only.
8.2. Subject to Seller’s prior written consent, Customer may attach such business signs, stamps or similar in or outside Private Office as separately
specified by Seller and subject to separate fee becoming payable. Customer may not attach any other items to any floor, ceiling, wall, door or
furniture of Private Office.
8.3. Seller arranges daily cleaning of Private Office with a its partner to ensure a well-functioning working environment. The cleaning service
concerning Private Office aims to keep Private Office in presentable condition and promotes comfort, cleanliness and safety of Private Office.
8.4. Customer must inform Seller of any observed defects, disturbances or need for repair or maintenance work concerning Private Office without
delay, and correspondingly Seller undertakes to carry out necessary inspections and small repair and maintenance measures without delay
from the receipt of the notice from Customer.
9. Deposit
9.1. Seller has a right to require that Customer provides with a deposit as collateral security for compliance with all of Customer's contractual
obligations equalling to two (2) month’s fee. The deposit must be valid at all times during the validity of the agreement concerning Private
Office, starting from the commencement of the term of Agreement until at least two (2) months after the end of Agreement. The deposit must
be deposited in Seller's account at the latest at the commencement of the term of Agreement unless otherwise agreed in writing. Monetary
security shall be deposited on Seller’s bank account. No interest will be paid on a monetary security deposited in Seller’s bank account.
10. Prohibition to sublease or forward lease
10.1. Customer is not entitled to assign Agreement or to sublease or forward lease Private Office without Seller’s written consent. The
aforementioned restriction also applies to the assignment of Private Office, wholly or partially, to a third party as well as assignment of the
lease rights in conjunction with a transfer of business.
11. Vacation of the premises
11.1. Not later than on the last day of the term of Agreement, Private Office must be surrendered to Seller emptied and in the condition they were
in on the day of moving in, with the exception of normal wear of the premises. Seller will inspect the condition of Private Office on the day of
removal or thereafter. Customer has the right to take part in the inspection of the condition of Private Office.
IV Certain other terms and conditions
12. Non-disclosure and data protection
12.1. Parties undertake to keep in confidence any material and information received from one another that is either marked as confidential or that
should be understood to be confidential, and to refrain from using it for any purpose other than that of fulfilling Agreement between Parties.
However, publicly available information or information (I) that one Party possessed without breach of confidentiality before it was disclosed
by other Party, (II) which other Party has received from a third party without a breach of confidentiality, or (III) that the party is obliged to
disclose under a compelling act, decree, regulation issued by the authorities or decision of a court of law is not considered confidential
information.
12.2. However, Seller has the right to disclose information received from Customer to its subcontractors insofar as is deemed necessary to meet the
contractual obligations of Seller. Parties must immediately stop the use of confidential material and information received from other Party and
return or destroy such material with all copies at the request of other Party when the Agreement expires or when Party no longer needs the
material and information for the purpose of fulfilling Agreement. However, both Parties are entitled to keep copies required by law or
regulations issued by the authorities.
12.3. Agreement with its appendices is confidential, and it or its contents may not be disclosed or otherwise brought to the attention of a third party
without the consent of other Party. Seller is, however, entitled to use as a reference general information on the fact that Seller is offering

UMA SERVICE AGREEMENT
GENERAL TERMS AND CONDITIONS OF SALE (UMA)
CONFIDENTIAL
services to Customer, and Parties are, however, entitled to use Agreement for purposes of official legal remedies available under applicable
law.
12.4. The rights and obligations related to section 12.1, 12.2 and 12.3 shall survive the termination of Agreement.
12.5. Customer represents and warrants and is liable for having the necessary rights and/or consent to let Seller to process the personal data of itself
or its employees or other representatives. Parties represent and warrant and are liable in their roles as controller (Customer, as applicable) and
the processor (Seller) in accordance with the applicable data protection legislation in force from time to time. The processing of personal data
is agreed in more detail in the annex on Processing of Personal Data in Technopolis.
13. Force majeure
13.1. A force majeure event refers to such an exceptional and influential event that it prevents fulfilling the contract correctly; that has occurred after
signing the contract; that is independent of Parties; and that is something Parties could not have considered when concluding the contract nor
prevent it without undue additional costs or unreasonable waste of time. Such an occurrence may be, for example, war, rebellion, internal
unrest, confiscation by an authority or seizure for the public good, bans on import and export, natural phenomena, termination of public
transportation or energy supply, extensive labor dispute or fire or some other equally effective and exceptional reason which is independent of
Parties and outside the control of a Party.
13.2. A delay on the part of a subcontractor is considered force majeure only if the subcontractor's delay is caused by an obstacle referred to in
section 13.1.
13.3. If there is a delay in fulfilling the contractual obligations due to the reasons stated in sections 13.1 and 13.2, the time for fulfilling the obligations
will be continued for as long as is reasonable taking into account the circumstances affecting the matter.
14. Subcontracting and transferring the Agreement
14.1. Seller has the right to use subcontractors without notifying Customer.
14.2. Customer may not transfer Agreement without the written consent of Seller. In the event Seller consents to the transfer of Agreement,
Customer is responsible for ensuring that the transferee undertakes Customer’s obligations under this Agreement.
14.3. Seller has the right to transfer Agreement wholly or partially to a third party without the consent of Customer.
15. Term and termination of the Agreement
15.1. The term of Agreement is fixed as set out in Agreement or unless service specific service descriptions provide otherwise. The term of any other
Service than UMA Private membership is fixed on one (1) calendar month basis and UMA Private membership on two (2) calendar months basis
as set out in Agreement and unless service specific service descriptions provide otherwise.
15.2. A Party has the right to terminate Agreement with immediate effect if other Party (I) substantially breaches the terms and conditions of
Agreement and has not rectified the breach within thirty (30) days from receiving a written request from other Party; or (II) is declared bankrupt
or placed into liquidation or is otherwise reasonably considered insolvent.
15.3. Seller has the right discontinue the delivery of Service for the duration of the delay if Customer neglects to pay the contractual fees as agreed.
15.4. If Party terminates Agreement pursuant to section 15.2 (early termination), Seller is entitled to charge from Customer the payments accrued
prior to termination of Agreement and payments to be accrued during any remaining fixed term of Agreement at the time of early termination.
16. Liability
16.1. Neither Party is liable for any indirect costs and/or damage. For the purposes of this Agreement loss of rental or service income is considered
direct damage. Seller is not liable for items, parts or supplies owned by Customer which Customer has handed over to Seller for storage or
another purpose unless separately agreed in writing.
16.2. The liability of Seller is limited to a three (3) month’s fee exclusive of VAT for Service which the breach of Agreement concerns and, for one-off
services, the one-time fee for Service.
16.3. Seller is not liable for damage, occlusion, quality fluctuations or other disturbances or obstacles occurring in electricity, telephone,
communications, sewers, water or heat networks, or any resulting damage, including damage to Customer's business activity, property or
third-party property located in Customer's premises.
16.4. Customer is not entitled to reduction of the service fee for obstacles to or infringement of the right of the user in consequence of the property
owner or Seller allowing work to be done in order to carry out customary maintenance of the premises or the property.
16.5. Customer is liable for all damage caused on the part of Customer to third parties, including other users of the premises or building, in
accordance with applicable legislation.
16.6. In addition, with regard to Customer's liability, provisions in possible documents appended to this Agreement regarding the provision of Service
will also apply.
17. Applicable law and dispute reslution
17.1. This Agreement is governed by the laws of the jurisdiction in which Seller has its domicile without giving effect to its choice of law provisions.
Parties agree to resolve any disputes arising from Agreement primarily through negotiations. If the matter cannot be resolved through
negotiations within thirty (30) days of the commencement of the negotiations, the dispute will be settled by the courts in which Seller has its
domicile, however so that in Finland the court of first instance is the district court of Helsinki.
18. Other Terms and Conditions
18.1. Agreement between Parties and its appendices constitute the entire agreement between Parties, superseding any previous discussions and
correspondence on the services between Parties.
18.2. The agreement documents are complementary. If the provisions of the agreement documents are in conflict, the agreement documents will
be applied in the following order: (I) UMA Agreement between Customer and Seller; (II) UMA service description and service description as well
as special terms and conditions concerning additional services (if any), (III) these general terms and conditions of sale and amendments thereto;
(IV) other appendices to Agreement between Customer and Seller. Notwithstanding the foregoing, annex on Processing of Personal Data shall
be primarily applied in its area of application in the Agreement
18.3. All notifications concerning the fulfillment of Agreement will be made in writing, by e-mail or a similar method using the contact details
specified in Agreement.
18.4. Seller shall have the right to amend any service description(s) and general or special terms and conditions concerning Agreement by giving a
notice thereof at one (1) calendar month prior to such amendment enters into force, and Customer shall have the right to terminate Agreement
prior to such amendment enters into force.
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ANNEX ON PROCESSING OF PERSONAL DATA
1.
Introduction
1.1. This agreement concerning the processing of personal data (”Annex”) is an inseparable part of the agreement concerning rental services of
office spaces and/or services related to the premises, in force from time to time, between Technopolis Oyj or a company of the same group
acting as a lessor and/or seller of services (”Provider”) and the customer (”Customer”) (”Agreement”).
1.2. The purpose of this Annex is to agree on the privacy and data security of Customer’s personal data, applicable in the Provider’s renting of office
spaces and connected services (“Service”). The Annex enters into force upon the entry into force of the Agreement. Without separate
reference, it becomes a part of all current and future service agreements and orders between the parties. The Annex is applicable when the
Provider processes personal data on behalf of the Customer based on the Agreement. This Annex forms an Agreement on the processing on
personal data in accordance with the EU General Data Protection Regulation (679/2016) (hereinafter GDPR). The obligations and rights based
directly on the GDPR enter into force no earlier than when the GDPR shall be applied, meaning 25.5.2018.
1.3. In the event of any discrepancy between the provisions of the Agreement and this Annex, the provisions of this Annex shall prevail.
2. Definitions
2.1. For the purposes of this Annex and in accordance with the GDPR, the following refers to:
“controller” Customer, which determines the purpose and means of the processing of personal data.
“processor” the Provider, which based on the Agreement, processes personal data on behalf of the controller.
“processing” any operation or set of operations, which is performed on personal data or on sets of personal data, whether or not by automated
means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
“personal data” any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one
who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data,
an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person;
“personal data breach” a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or
access to, personal data transmitted, stored or otherwise processed.
3. Data protection and processing personal data
3.1. The duties of the Provider and the Customer
3.1.1. Based on the Agreement, the Provider processes the Customer’s personal data (“Customer Data”) on behalf of the Customer based on the
Agreement. Personal data may be for example the data identifiable to employees, customers or other natural persons. The Customer is the
controller of the personal data and the Provider is the processor of the same. The parties agree to abide by the legislation, regulations and
official decrees and guidance of competent jurisdiction and the European union, in force from time to time, and, if needed, to amend the terms
of this Annex to comply with the aforementioned laws and regulations.
3.1.2.As the controller, the Customer is responsible for ensuring that it has the necessary rights and has acquired the necessary consents to process
personal data. The Customer is responsible for drafting a record, and keeping it accessible in addition to informing the data subjects of the
processing of information regarding them. The Customer is responsible for the correctness of the personal data provided to the Provider.
3.1.3. The Customer has the right and obligation to determine the purpose and means of the processing of personal data. The subject-matter, nature
and purposes of the processing are further defined in the Agreement.
3.1.4.The Provider has the right to process Customer Data only in accordance with the Agreement, this Annex and the written guidance of the
Customer and only insofar as it is necessary to deliver the Service. The Provider shall inform the Customer in case any non-compliance with EU
or competent jurisdiction’s privacy legislation or regulation is detected in the guidance and in such case the Provider may immediately refuse
from and stop applying the Customer’s guidance.
3.1.5. The Provider maintains a Description of the Service or other regulatory description of the processing operations performed in the Service. The
Provider has the right to collect anonymous and statistic data about the use of the Services under the Agreement, provided that the data does
not identify the Customer or the data subject and is used for analysing and developing the Provider’s services.
3.2. Deletion of/returning the personal data
3.2.1.At the expiry of the Agreement, the Provider shall return to the Customer or erase all Customer Data and delete all copies, in accordance with
the instructions provided by the Customer, unless the applicable legislation requires the retention of the personal data.
3.3. Subcontractor
3.3.1. The Provider may use subcontractors for processing the Customer Data. The Provider is responsible for its subcontractor’s actions as for its
own and Provider shall sign similar written agreements with its subcontractors about the processing of personal data. If requested, the Provider
shall in advance inform the Customer of the subcontractors it intends to use in the processing of personal data under the Agreement. The
Customer has the right to deny the use of new subcontractors on reasonable grounds.
3.4. The Provider’s obligation to assist
3.4.1.The Provider must immediately forward all requests to inspect, rectify, erase, ban the processing of data or other requests received from the
data subjects, to the Customer. It is the Customer’s duty to ensure that such requests are responded. Considering the nature of the processing,
the Provider helps the Customer, if possible, with appropriate technical and organisational measures, in order for the Customer to fulfil its duty
to respond to the data subject’s requests.
3.4.2.Considering the nature of the processing and the available data, the Provider must assist the Customer in ensuring that the Customer complies
with its obligations in accordance with the GDPR. Such obligations may concern data security, notifications of data security incidents, data
protection impact assessment and prior consultations. The Provider must assist the Customer only to the extent that the privacy legislation
sets requirements for the processor of personal data. Unless otherwise agreed, the Provider may invoice the expenses arisen from operations
under this provision in accordance with its current price list.
3.4.3.The Provider directs all inquiries from the supervisory authorities directly to the Customer because the Supplier has no authority to represent
the Customer or act on behalf of the Customer with the Customer Supervisory Authority.
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4. Data processing specification form
4.1. The categories of data subjects and types of personal data processed in the Service, the duration, nature and purposes of the processing of
personal data and the instructions provided by the Customer are defined in each Agreement and its Annexes. By way of derogation or
complementary to them, the parties agree in this privacy Annex as follows:
Duration of Service
In accordance with the lease and/or service agreement, in force from time to time.
Nature and purpose of Service
Rental of office spaces and cleaning services, campus services, event services, ICT services, provision of electricity and maintenance and
meeting services, workplace design services and other services related to office spaces and informing of the Services. The purpose of the
Services is to satisfy the Customer’s needs concerning the office spaces.
Categories of persons on which the processing operations applies
Representatives, employees and partners of the Customer and other persons related to the Customer, whose information the Customer has
collected and provided to Technopolis for matters relating to fulfilling the Agreement.
Types of collected personal data
Name, birth date, phone number, email address and position in the Customer’s organisation, possible connections to other organisations.
4.2. This Annex expires with respect to each Agreement, when the processing of personal data under the Agreement and this Annex has ended.
5. Processing outside of EU / EEA
5.1. The Provider and its subcontractors do not process personal data outside of the EU/EEA area without the Customers written consent except
to the extent mobile identification function is used by the data subject in connection to which name and email of the user shall be processed
by Provider’s supplier in servers located in the United States. The Providers supplier is a certified member of the EU-U.S. Privacy Shield
Framework and/or EU model clauses have been agreed with the supplier.
5.2. Parties shall in advance agree in writing of all transfers or processing of Customer Data outside of the EU/EEA and the standard contractual
clauses approved by the European Union shall be primarily applied on all transfers of Customer Data outside the EU/EEA.
6. Audits
6.1. The Customer or a third-party auditor (not being a competitor of the Provider) on behalf of Customer may inspect the operations under this
Annex. The parties agree on the date of the audit and other details in good time and no later than 14 working day before the audit. The audit
shall be carried out in a way that does not interfere with the Provider’s or its subcontractor’s commitments with third parties. The
representative of the Customer and the auditor must sign confidentiality agreements.
6.2. Each party shall carry its own costs caused by the audit.
7. Data security
7.1. The Provider shall implement appropriate technical and organisational measures to protect the Customer Data, considering the risks that are
presented by the personal data processing, such as accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to,
personal data transmitted, stored or otherwise processed. The technical options and the costs of the options in relation to the special risks
connected with the processing of and sensitive nature of the personal data, which the Customer has informed of or in writing brought out, shall
be taken into account when organizing the security measures.
7.2. The Customer must ensure that the Provider is informed of all matters regarding the personal data provided by the Customer, such as risk
assessments and processing of special categories of persons, which may affect the technical and organisational measures in accordance with
this Annex. The Provider ensures that the personnel of the Provider or its subcontractors, that take part in the processing of personal data,
commit to maintain appropriate confidentiality.
8. Notification of personal data breach
8.1. The Provider shall notify the Customer of all personal data breaches without undue delay after the Provider having become aware of or its
subcontractor having become aware of the personal data breach.
8.2. If requested by the Customer, the Provider shall without undue delay provide the Customer with all appropriate information of the personal
data breach. To the extent that this information is held by the Provider, the notification shall describe at least:
(a) the personal data breach that has taken place,
(b) as far as possible, the categories and approximate number of data subjects concerned and the categories and approximate number of
personal data records concerned,
(c) description of the likely consequences of the personal data breach, and
(d) description of the remedial actions that the Provider has taken or shall take to prevent future personal data breach and, if necessary, also
measures to mitigate its possible adverse effects.
8.3. The Provider must without delay document the results of the investigation and the actions taken for the Customer.
8.4. The Customer is responsible for necessary notifications to the supervisory authorities.
9. Other provisions
9.1. If a breach of the GDPR or the Annex causes material or immaterial damage to a data subject, the Provider is responsible for the damage only
insofar it has not complied with the obligations set explicitly for the processor in the GDPR or this Annex.
9.2. Each party is obliged to pay only the part of the imposed damages and administrative fines that reflects its, in the supervisory authority or court
decision established, liability for the damage. In other respects, the parties’ liability is determined in accordance with the Agreement.
9.3. The Provider shall inform the Customer in writing of all changes that may affect its ability or prospects to abide by this Annex and the written
guidance of the Customer. The Parties will agree of all additions and changes to this Annex in writing.
9.4. This Annex enters into force when signed by both parties. The Appendix shall remain in force (i) for as long as the Agreement remains in force
or (ii) the parties have obligations towards each other based on the processing operations of personal data.
9.5. The obligations, which due to their nature are intended to remain in force regardless of the expiry of this Annex shall remain in force after the
expiry of this Annex.

